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If products, business models, and the underlying
software technology change in a disruptive way, ...




‘b‘

... why do we believe that we could succeed by adVahcing

safety assurance in an evolutionary way?
(following the same old principles and assumptions that do not hold anymore)

e




Do we really believe it could be an option to prohibit new,
disruptive technology for safety-critical systems?
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Or should we be courageous endhugh for

new, innovative, disruptive ways of safety assurance?
(finding new, sound principles and assumptions for next generation technology)







SAFETY Now SAFETY NEXT

—

Assumptions [ SAFETY

static systems & context )\

Presumption

open systems & context
behavior-driven failure models
uncertainties

technology-driven failure models
determinism & predictability A"

Methodology & Technology Methodology & Technology

(monolithic) a-priori assurance modular and dynamic assurance

conservative worst case assumptions dynamic actual case assumptions

inflexible, “stupid” mechanisms intelligent, adaptive resilience
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SAFETY/
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THE KEY: VIODEL-BASED SAFETY ASSURANCE
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MODEL-BASED
SAFETY MGMNT

S0

=

h.—.{{\:—ﬁb
COGNITIVE

SAFETY MGMNT

CONTINUOUS
SAFETY MGMNT

ADAPTIVE
SAFETY MIGMNT
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Hazard Analysis

and Risk
Assessment
Y/ \/
Specification [¢ SaTEE < Safety Analysis
P Requirements ¥ ¥
Implementation
/
Evidence Evidence
Verification Safety Case [
IDEAL CASE
L d: ' :
S One integrated model with
standard development Assessment /
and verification activity e different diagrams and viewpoints

safety engineering activity
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B road-spectru M counter-measures
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EXAMPLE: SERIOUS CARD PLAY FOR SAFETY ANALYSIS - SCAFE

REQ Requirements — Are the requirements safe (SOTIF)?

Specification LOG i Logical —Is the logical/functional concept safe?
Prepare Analyze System Level Implementation — Is the software implementation safe?
Prepare Logical Architecture Technical - Is the technical realization / platform safe?
Prepare Technical Architecture Bt “1\\_\\;‘\-_%. _________ pistw Abstzc:lion P
i ] _

N - v

5 o 0 TSy — \,

Guide Phrase 7 . o . 7 |

paterns |  HOw does operational situation (1) affect the

5 s ; ti f functi ? :
Holistic Analysis /\@ assumption (2) of function (3) \ :

Question Type: gt

- General

- Specific S\ & & E# f
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GUIDE PHRASES - EXAMPLE

Qg
- SO XX
Standstill,
Vehicle urban,
Acceleration pedestrian

crossing

Pedestrian

Commission

W

unintended self-
acceleration

How could a @ of @ occuring in@ endanger @?

&

9, ® ®

Read as: How could an unintended vehicle acceleration during a standstill in front of a pedestrian crossing
in an urban traffic situation endanger pedestrians?

®
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GUIDE PHRASES - EXAMPLE

ESSENTIAL BASIS: MODELS

Qo
—T—  FAILURE MODELS 8(%% EXTENDED ODD MODELS
L

% (PHYSICAL) CONTEXT MODELS % PERSONS AT RISk (e HAZARD MODELS)
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GUIDE PHRASES - EXAMPLE

WHY ALL THIS EFFORT?

% COMPLETENESS (WRT. MODELS) RE:?

SPECIFIC COUNTER MEASURES MULTI-PURPOSE REUSE &

AUTOMATION

BEHAVIOR-DRIVEN FAILURE MODELS
(FUNCTIONAL INSUFFICIENCIES)
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GUIDE PHRASES - EXAMPLE

WHY ALL THIS EFFORT?

BEHAVIOR-DRIVEN FAILURE MODELS
(FUNCTIONAL INSUFFICIENCIES)

=%

Cl IREXS

; O - . = p R I /
\ d N - ( | ( () R 4 | A
~—" JIrCC l | RN u\:.),. ‘~_} UIN l LI\ .H VILCF \‘\ DAWE AN B :

11

24 | 14.09.2020 www.iks.fraunhofer.de Z Fraunhofer
IKS



SOME BACKGROUND: THE EIGHT-VARIABLE-MODEL [BASED ON PARNAS’ 4-VARIABLE MODEL]

External Behavior
REQ

MON Behavior Specification

CON
Logical Input Logical Output
‘ g p e g p ‘

Constraints / Nature

MON* CON*
I\/Iomtored REQ* Con.trolled
. Variables , . Variables
Input and output mapping Behavior Specification Tremendous, often

neglected potential for
critical systematic faults!

defines major part of —_
behavior of CPS -

SENS IN ACT OUT
Sensor- Actuator-

Input Output

IMAP OMAP

lpput Mapping Output Mapping
LOGICIN LOGIC OUT

Logical- Logical-
Input CORE Output
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External Behavior

REQ
S|ip, curves, X MON Behavior Specification | CON
b ﬂ Logical Input o Logical Output
umps, ...
Vwheel Constraints / Nature
- MON* CON*
diameter ﬂ' Monitored Controlled

REQ*
Behavior Specification

TW
sensor issues | B
P

Variables Variables

SENS IN ACT OUT
ﬂ Sensor- Actuator-
. ~ Input Output
assumptlons?\vwheel iV = el
lpput Mapping Output Mapping
Jl LOGIC IN LOGIC OUT
- Logical- Logical-
vx |ﬂpUt CORE OUtpUt
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IDENTIFY ASSUMPTIONS
38 B £k
Longitudinal Traffic light

ax

Acceleration uphill

1 2 3 {A}@/ {A}

: : o : Limited impact
Which assumptions makes | 1 = when monitoring ' 2 = In of force of

situation (3 ? gravity
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% {a} I

- Limited impact
Traffic -“ght of force of ax-Sensor
uphill :
gravity
| 2 : (O A%
How could the operational situation © 1 = violate assumption 2 ax too low

of output/input ' 3 ?
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GUIDE PHRASES - EXAMPLE

WHY ALL THIS EFFORT?

—\> BEHAVIOR-DRIVEN FAILURE MODELS
COMPLETENESS (WRT. MODELS) ﬂ ¥ (FUNCTIONAL INSUFFICIENCIES)

7 SpECIFIC COUNTER MEASURES MULTI-PURPOSE REUSE &
S a4 YPECIFIC OUNTER IVIEASURES
e ) AUTOMATION

=

.
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MODEL-BASED COVERAGE

THE BRUTE FORCE APPROACH THE INTELLIGENT APPROACH

$ $ FOR EACH{ { A}

%) FOR EACH{
ol
oo
58|
{ A} FOR EACH{

O%S)O For EAcH{
oS y
} EXTENDED ONTOLOGIES FACILITATE
} INTELLIGENT SELECTION USING INFERENCE

30 | 14.09.2020 } www.iks.fraunhofer.de Z Fraunhofer
IKS



MODEL-BASED
SAFETY MGMNT

S0
=
hé?@ﬂ)
COGNITIVE
SAFETY MGMNT

CONTINUOUS
SAFETY MGMNT

ADAPTIVE
SAFETY MIGMNT
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KEY TO SUCCESS: MODULARITY & MODEL-BASED AUTOMATION

Logical Assumptions
(concerning Input Data)

33

14.09.2020

Context Assumptions
(concerning usage context such as operational
situation etc.)

Component

TA

Technical Assumptions
(concerning platform)

- Safety Guarantees

www.iks.fraunhofer.de
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CONTINUOUS
SAFETY MGMNT
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Design &
Assure

a

Design Time [ Run Time

Intelligent Functionality requires Safety Intelligence
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Safety Space
based on
Static
Worst Case
Assumption

¢ - n-dimensional context classification
space

—> || || - degree of freedom
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Dynamic Is-Situation

Dynamic Safety-Space = Adaptive Safety-Space
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Data/Information

02

External Context

pe.

Monitoring
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Context-Awareness

Self-Awareness

Configurations

Safety Awareness

Situation

Hazard

Guarantees

Configurations

Demands Demands

Guarantees Guarantees

Configurations

Safety Model @ Runtime

www.iks.fraunhofer.de

Adaptive Safety
Management

‘ S::::n Els|c Safety Goal q
Context Specific
Sl SlpaeE » Optimized
System Config

Current
Capability Space

|-

Guarantees J

Configurations

Demar” “emands

Guarantees

Configurations

Guarantees

Configurations
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BACKGROUND: FOUNDATIONS FROM SELF-ADAPTIVE SYSTEMS

Adaptation
Planner

Analyze

Adaptation
Analyzer

Monitor Knowledge Execute

Adaptation
Monitor

Managed Element = APE cementsART nsractons
\ == |nformation and control flow Environmen t
[Kephart, Chess] [Cheng et. al] (MART = Model@Run.Time)
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~ ADAPTIV ' __ YCLE

e

Adaptive Safety Management

Monitoring

Context Awareness

Analysis

Plan

Self-Awareness

Dynamic Risk K|
Assessment

Dynamic Capability

Assessment 3‘

Self-Assurance

Execute

Self-
Optimization

>

Reconfiguration

Knowledge

HARA@Runtime
(H@RT)

SafetyConcept@Runtime
(SC@RT)
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ADAPTIVE
SAFETY MIGMNT
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FROM ADAPTIVE TO COGNITIVE SAFETY MANAGEMENT

ADAPTIVE COGNITIVE

SAFETY-MANAGEMENT SAFETY IVIANAGEMENT
primarily rule-based goal-based
adaptation by dynamic reconfiguration self-adaptivity including Al
deterministic & predictable emerging and adaptive strategies

modular pre-assured runtime assurance
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Problem: Safequards intervene too often (false positive error detection)
Solution: Make safety measures more intelligent and active at the strategic / tactical level

~— —
-

B _\('.' |
A'E\ . f{f = estimated
O =_F Q safe solution space

adapt functionality following goal-based optimization
(avoid safe guard interventions)

Predictive Safety Intelligence
e (Counter Player)

~r <=
Primary Function %

|

Safeg
Kernel

y{iraized constraint

~ solution space
Operational Safety Management

m sF305ec
(Safety Player)

keep system safe functional Ay
- solution space A
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EXAMPLE: CONSTITUTIONAL SAFETY ASSURANCE

CONSTITUTION

v
§ LEGISLATIVE EVE EXECUTIVE m JUDICIARY

LAWS (PROHIBTIONS, RIGHTS & RULES)

*kk
Pl REPUTATION
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CONSTITUTIONAL SAFETY ASSURANCE USING B-SPACES

A-SPACE (REALITY)

RIPCA Q

géFLECT> I- INFER >P- PREDICT> -CONTRO>> ACT

A e [ § Y IR
ISSION WA
GOALS GOALS GOALS ~ GOALS (CONTEXT/ENVIRONI\/IENT\
RIGHTS RIGHTS RIGHTS RIGHTS ) ’ n *hkk
\_ PLANs ) Pans ) ((PLANS \_ PLANS ) | EmPIRICAL KNOWLEDGE A W .

B-SPACE (VIRTUALITY)
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SUMMARY

8

Whatever challenge safety assurance
will have to face in the future

Model-Based Safety Assurance
will be the key to success
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